
1 . (Three Times Amended) A network device which supports Mobile IP and is configured 
to send an accounting /equest, the accounting request identifying a mobile node, the network 
device comprising: 

a memory; anc 

a processor coupled to the memory, wherein the network device is adapted for updating 
a counter associated with the mobile node's activity, the network device adapted for sending 
the accounting request identifying the mobile node and including the counter to a server in 
response to a trigger event, the trigger event being a lapse of a predetermined period of time. 



initiation or termination of a registration of the mobile node, or when a number of packets are 



received or sent by the mobile node, the server being adapted for recording accounting 
information associated with the mobile node using the counter, the network device being a 
Home Agent supporting the mobile node or a Foreign Agent to which the mobile node has 
roamed, wherein the server maintains accounting information for a plurality of mobile nodes 
supported by a plurality of Home Agents, the accounting information being L the plurality of 
mobile nodes l/eing supported by] received from a plurality of network devices, each of the 
plurality of network devices being a Home Agent or a Foreign Agent adapted for sending an 
accounting request to the server to update accounting information associated with a mobile 



node in response to a trigger event, the trigger event being a lapse of a predetermined period 

/ 

of time, ini/tiation or termination of a registration of one of the plurality of mobile nodes, or 
when a ni/nber of packets are received or sent by one of the plurality of mobile nodes. 



(Once Amended) The network device as recited in claim 1, wherein the counter 

indicates at least one of a number of packets received by the mobile node [and^ a number of 
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packets sent from the mobile node , a total service time for the mobile node, a number of 
bytes mat have been sent to the mobile node and a number of bytes that have been sent from 
the mobile node. 



D3 



(Twii 



supporting 



e Amended) A server in communication with a plurality of network devices 
Mobile IP and configured to receive an accounting request from [a network 



device] one of the plurality of network devices which supports Mobile IP, each of the 



plurality of 



identifying 



network devices being a Home Agent or a Foreign Agent, the accounting request 



a mobile node, the server comprising: 



a mer lory ; and 

a pro< essor coupled to the memory, wherein the server is adapted for storing accounting 
information for a plurality of mobile nodes and logging accounting information associated 
with the mobile node in response to the accounting request received from the network device, 
the netwoik device being a Home Agent or a Foreign Agent, the accounting request including 
at least one counter associated with the accounting information, the plurality of mobile nodes 
being supported by a plurality of Home Agents [network devices, each of the plurality of 
network devices being a Home Agent or a Foreign Agent] , the at least one counter indicating 
at least o le of a number of packets that have been sent to the mobile node, a number of 



number of bytes that have been sent to the mobile node and a number of bytes that have been 



packets that have been sent from the mobile node, a total service time for the mobile node, a 



sent from the mobile node. 
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4. The server al recited in claim 3, wherein the server is adapted for sending an accounting 
reply to the network device in response to the accounting request, the accounting reply 
acknowledging logging of the accounting information pertaining to the mobile node. 



7. The server as recited in claim 3, wherein the counter indicates a number of registrations 
that have qeen accepted. 



12. The 



server. 



13 



server as recited in claim 3, wherein the server is a TACACS+ or a RADIUS 



(Three Times Amended) In a network device which supports Mobile IP, a method of 
pjiating accounting information for a mobile node operating according to Mobile IP 
Protocol, comprising: 



trig 



composing a request packet for the mobile node in response to a trigger event, the 
;er event being a lapse of a predetermined period of time, initiation or termination of a 



registration of the mobile node, or when a number of packets are received or sent by the 
mobite node , the request packet identifying the mobile node and including at least one 
counteV associated with accounting information pertaining to the mobile node; and 
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sending ithe request packet to a server adapted for performing accounting for the 
identified mobile node using the at least one counter in response to the request packet, the at 
least one counter indicating at least one of a number of packets that have been sent to the 



mobile nodk a number of packets that have been sent from the mobile node, a total service 



-de 



time for tire mobile node, a number of bytes that have been sent to the mobile node and a 
^rr t Naumber o^ bytes that have been sent from the mobile node, the network device being a Home 
Agent si/pporting the mobile node or a Foreign Agent to which the mobile node has roamed. 



y/ the 



server, 



(Once Amended) The method as recited in claim 13, further comprising: 

receiving a reply packet for the mobile node identified in the request packet from the 
, the reply packet acknowledging logging of the accounting information pertaining to 
mobile node. 



18. The method as recited in claim 13, wherein the counter indicates a number of 



le m 



registrations that have been accepted. 



22. THe method as recited in claim 13, wherein the server is a TACACS+ or a RADIUS 



server. 
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23. (Once Amended) The method as recited in claim 13, further comprising: 



re 



:eiving a data packet from the mobile node, wherein composing the request packet is 
performed in response to receiving the data packet. 



24. (Once Amended) The method as recited in claim 23, further comprising: 



forwarding the data packet to another network device. 



D7 



25. The method of claim 13, wherein composing a request packet for the mobile node is 
trig] jered by an accounting event. 



26. The* method of claim 25, wherein the accounting event is a new registration or the 
termination of a registration. 




27. \ (Three Times Amended) In a server, a method of updating accounting information for a 
mobile node operating according to Mobile ^Protocol, comprising: 

sceiving a request packet from a network device operating under Mobile IP Protocol, 
the request packet identifying the mobile node and including at least one counter associated 

with accounting information pertaining to the mobile node, the network device being a Home 

/ 

Agent supporting the mobile node or a Foreign Agent to which the mobile node has roamed^ 
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the at leasi one counter indicating at least one of a number of packets that have been sent to 



the mobile 



node, a number of packets that have been sent from the mobile node, a total 




service tim ? for the mobile node, a number of bytes that have been sent to the mobile node 



and a number of bytes that have been sent from the mobile node; and 



using the at 



logging the accounting information for the mobile node identified in the request packet 



least one counter of the request packet. 



i 




28. (pnce Amended) The method as recited in claim 27, further comprising: 

sending a reply packet for the mobile node identified in the request packet, the reply 
packet acknowledging logging of the accounting information pertaining to the mobile node. 



29. (Onee Amended) The method as recited in claim 27, further comprising: 



generating a bill for Mobile IP services from the accounting information. 



\ 
\ 
\ 

32. \rhe method as recited in claim 27, wherein the counter indicates a number of 
registrations that have been accepted. 
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36. The method as recited in claim 27, wherein the server is a TACACS+ or a RADIUS 



server. 



37 A (Three Times Amended) A computer-readable medium having thereon computer 
readable instructions for updating accounting information for a mobile node in a network 
devic\, the instructions comprising: 

instructions for composing a request packet for the mobile node in response to a trigger 
event, the trigger event being a lapse of a predetermined period of time, initiation or 




termination of a registration of the mobile node, or when a number of packets are received or 



sent by the mobile node , the request packet identifying the mobile node and including at least 
one counter associated with accounting information pertaining to the mobile node; and 



instructions for sending the request packet to a server adapted for performing 
accounting for the identified mobile node using the at least one counter in response to the 
request packet, the at least one counter indicating at least one of a number of packets that 
have been sent to the mobile node, a number of packets that have been sent from the mobile 



node, a total service time for the mobile node, a number of bytes that have been sent to the 



mobile n^de and a number of bytes that have been sent from the mobile node, the network 



device being a Home Agent supporting the mobile node or a Foreign Agent to which the 
mobile nope has roamed. 



38. (Once Amended) The computer-readable medium as recited in claim 37, further 
comprising: 
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instructions for receiving a reply packet for the mobile node identified in the request 
P jO packet, tl?4 reply packet acknowledging logging of the accounting information for the mobile 




39. wTwice Amended) A computer-readable medium having thereon computer readable 
instructions for updating accounting information for a mobile node, the instructions 
comprising: 

instructions for receiving a request packet from a network device operating under 
Mobile IP Protocol, the request packet identifying the mobile node and including at least one 
counter associated with accounting information pertaining to the mobile node, the network 

evice bding a Home Agent supporting the mobile node or a Foreign Agent to which the 
mobile node has roamed , the at least one counter indicating at least one of a number of 
packets tbtat have been sent to the mobile node, a number of packets that have been sent from 



the mobile node, a total service time for the mobile node, a number of bytes that have been 



sent to the 



mobile node and a number of bytes that have been sent from the mobile node; and 




instructions for logging the accounting information for the mobile node using the at 
least one counter. 



40.\ (Twice Amended) The computer-readable medium as recited in claim 39, further 



comprising^ 
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5" ^LRv instructions for sending a reply packet for the mobile node identified in the request 

- ? 7 

packet jy me reply packet acknowledging logging of the accounting information for the mobile 
node 



41 . The network device as recited in claim 1, wherein the network device is adapted for 
sending the accounting request including the counter to the server when a packet is sent by 
the mobilemode or received by the mobile node. 



42. The network device as recited in claim 1, wherein the accounting request further 
includes a value associated with the counter. 



43. The 
node and 



sent 



network device as recited in claim 2 5 wherein the packets received by the mobile 
by the mobile node are intercepted by the network device. 



44. The server as recited in claim 3, wherein the accounting request further includes a 
value associated with the counter. 



DI3' 



45. \ (Once Amended) The server as recited in claim [8] 3, wherein the total service 
time is\a total of one or more registration lifetimes for the mobile node. 



CISCP077 



10 



Application No. 09/227,398 



47. (Twice Amended) A network device which supports Mobile IP and adapted for 
updating accounting information for a mobile node operating according to Mobile IP 
Protocol in a network device, comprising: 

meais for composing a request packet for the mobile node in response to a trigger 
event, the trigger event being a lapse of a predetermined period of time, initiation or 



sent by the 



termination of a registration of the mobile node, or when a number of packets are received or 



one counter associated with accounting information pertaining to the mobile node; and 



the 

at least 



mear s for sending the request packet to a server adapted for performing accounting for 
identified mobile node using the at least one counter in response to the request packet, the 
counter indicating at least one of a number of packets that have been sent to the 



on 5 



number o; 



mobile node , the request packet identifying the mobile node and including at least 



mobile node, a number of packets that have been sent from the mobile node, a total service 



time for th e mobile node, a number of bytes that have been sent to the mobile node and a 



bytes that have been sent from the mobile node, the network device being a Home 



Agent suj porting the mobile node or a Foreign Agent to which the mobile node has roamed. 
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REPLACEMENT SHEETS 



1 . (Three Times Amended) A network device which supports Mobile IP and is configured 
to send an accounting request, the accounting request identifying a mobile node, the network 
device comprising: 

a memory; and 

a processor coupled to the memory, wherein the network device is adapted for updating 
a counter associated with the mobile node's activity, the network device adapted for sending 
the accounting request identifying the mobile node and including the counter to a server in 
response to a trigger event, the trigger event being a lapse of a predetermined period of time, 
initiation or termination of a registration of the mobile node, or when a number of packets are 
received or sent by the mobile node, the server being adapted for recording accounting 
information associated with the mobile node using the counter, the network device being a 
Home Agent supporting the mobile node or a Foreign Agent to which the mobile node has 
roamed, wherein the server maintains accounting information for a plurality of mobile nodes 
supported by a plurality of Home Agents, the accounting information being received from a 
plurality of network devices, each of the plurality of network devices being a Home Agent or 
a Foreign Agent adapted for sending an accounting request to the server to update accounting 
information associated with a mobile node in response to a trigger event, the trigger event 
being a lapse of a predetermined period of time, initiation or termination of a registration of 
one of the plurality of mobile nodes, or when a number of packets are received or sent by one 
of the plurality of mobile nodes. 
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2. (Once Amended) The network device as recited in claim 1 , wherein the counter 
indicates at least one of a number of packets received by the mobile node, a number of 
packets sent from the mobile node, a total service time for the mobile node, a number of 
bytes that have been sent to the mobile node and a number of bytes that have been sent from 
the mobile node. 

3. (Twice Amended) A server in communication with a plurality of network devices 
supporting Mobile IP and configured to receive an accounting request from one of the 
plurality of network devices which supports Mobile IP, each of the plurality of network 
devices being a Home Agent or a Foreign Agent, the accounting request identifying a mobile 
node, the server comprising: 

a memory; and 

a processor coupled to the memory, wherein the server is adapted for storing accounting 
information for a plurality of mobile nodes and logging accounting information associated 
with the mobile node in response to the accounting request received from the network device, 
the network device being a Home Agent or a Foreign Agent, the accounting request including 
at least one counter associated with the accounting information, the plurality of mobile nodes 
being supported by a plurality of Home Agents, the at least one counter indicating at least one 
of a number of packets that have been sent to the mobile node, a number of packets that have 
been sent from the mobile node, a total service time for the mobile node, a number of bytes 
that have been sent to the mobile node and a number of bytes that have been sent from the 
mobile node. 
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4. The server as recited in claim 3, wherein the server is adapted for sending an accounting 
reply to the network device in response to the accounting request, the accounting reply 
acknowledging logging of the accounting information pertaining to the mobile node. 



7. The server as recited in claim 3, wherein the counter indicates a number of registrations 
that have been accepted. 



12. The server as recited in claim 3, wherein the server is a TACACS+ or a RADIUS 
server. 



13. (Three Times Amended) In a network device which supports Mobile IP, a method of 
updating accounting information for a mobile node operating according to Mobile BP 
Protocol, comprising: 

composing a request packet for the mobile node in response to a trigger event, the 
trigger event being a lapse of a predetermined period of time, initiation or termination of a 
registration of the mobile node, or when a number of packets are received or sent by the 
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mobile node, the request packet identifying the mobile node and including at least one 
counter associated with accounting information pertaining to the mobile node; and 

sending the request packet to a server adapted for performing accounting for the 
identified mobile node using the at least one counter in response to the request packet, the at 
least one counter indicating at least one of a number of packets that have been sent to the 
mobile node, a number of packets that have been sent from the mobile node, a total service 
time for the mobile node, a number of bytes that have been sent to the mobile node and a 
number of bytes that have been sent from the mobile node, the network device being a Home 
Agent supporting the mobile node or a Foreign Agent to which the mobile node has roamed. 



14. (Once Amended) The method as recited in claim 13, further comprising: 

receiving a reply packet for the mobile node identified in the request packet from the 
server, the reply packet acknowledging logging of the accounting information pertaining to 
the mobile node. 



18. The method as recited in claim 13, wherein the counter indicates a number of 
registrations that have been accepted. 
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22. The method as recited in claim 13, wherein the server is a TACACS+ or a RADIUS 
server. 

23. (Once Amended) The method as recited in claim 13, further comprising: 

receiving a data packet from the mobile node, wherein composing the request packet is 
performed in response to receiving the data packet. 

24. (Once Amended) The method as recited in claim 23, further comprising: 
forwarding the data packet to another network device. 

26. The method of claim 13, wherein composing a request packet for the mobile node is 
triggered by an accounting event. 

26. The method of claim 25, wherein the accounting event is a new registration or the 
termination of a registration. 

27. (Three Times Amended) In a server, a method of updating accounting information for a 
mobile node operating according to Mobile IP Protocol, comprising: 
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receiving a request packet from a network device operating under Mobile IP Protocol, 
the request packet identifying the mobile node and including at least one counter associated 
with accounting information pertaining to the mobile node, the network device being a Home 
Agent supporting the mobile node or a Foreign Agent to which the mobile node has roamed, 
the at least one counter indicating at least one of a number of packets that have been sent to 
the mobile node, a number of packets that have been sent from the mobile node, a total 
service time for the mobile node, a number of bytes that have been sent to the mobile node 
and a number of bytes that have been sent from the mobile node; and 

logging the accounting information for the mobile node identified in the request packet 
using the at least one counter of the request packet. 

28. (Once Amended) The method as recited in claim 27, further comprising: 

sending a reply packet for the mobile node identified in the request packet, the reply 
packet acknowledging logging of the accounting information pertaining to the mobile node. 

29. (Once Amended) The method as recited in claim 27, further comprising: 
generating a bill for Mobile IP services from the accounting information. 
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32. The method as recited in claim 27, wherein the counter indicates a number of 
registrations that have been accepted. 



36. The method as recited in claim 27, wherein the server is a TACACS+ or a RADIUS 
server. 

37. (Three Times Amended) A computer-readable medium having thereon computer 
readable instructions for updating accounting information for a mobile node in a network 
device, the instructions comprising: 

instructions for composing a request packet for the mobile node in response to a trigger 
event, the trigger event being a lapse of a predetermined period of time, initiation or 
termination of a registration of the mobile node, or when a number of packets are received or 
sent by the mobile node, the request packet identifying the mobile node and including at least 
one counter associated with accounting information pertaining to the mobile node; and 

instructions for sending the request packet to a server adapted for performing 
accounting for the identified mobile node using the at least one counter in response to the 
request packet, the at least one counter indicating at least one of a number of packets that 
have been sent to the mobile node, a number of packets that have been sent from the mobile 
node, a total service time for the mobile node, a number of bytes that have been sent to the 
mobile node and a number of bytes that have been sent from the mobile node, the network 



CISCP077 



18 



Application No. 09/227,398 



device being a Home Agent supporting the mobile node or a Foreign Agent to which the 
mobile node has roamed. 

38. (Once Amended) The computer-readable medium as recited in claim 37, further 
comprising: 

instructions for receiving a reply packet for the mobile node identified in the request 
packet, the reply packet acknowledging logging of the accounting information for the mobile 
node. 

39. (Twice Amended) A computer-readable medium having thereon computer readable 
instructions for updating accounting information for a mobile node, the instructions 
comprising: 

instructions for receiving a request packet from a network device operating under 
Mobile IP Protocol, the request packet identifying the mobile node and including at least one 
counter associated with accounting information pertaining to the mobile node, the network 
device being a Home Agent supporting the mobile node or a Foreign Agent to which the 
mobile node has roamed, the at least one counter indicating at least one of a number of 
packets that have been sent to the mobile node, a number of packets that have been sent from 
the mobile node, a total service time for the mobile node, a number of bytes that have been 
sent to the mobile node and a number of bytes that have been sent from the mobile node; and 

instructions for logging the accounting information for the mobile node using the at 
least one counter. 
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40. (Twice Amended) The computer-readable medium as recited in claim 39, further 
comprising: 

instructions for sending a reply packet for the mobile node identified in the request 
packet, the reply packet acknowledging logging of the accounting information for the mobile 
node. 

41. The network device as recited in claim 1, wherein the network device is adapted for 
sending the accounting request including the counter to the server when a packet is sent by 
the mobile node or received by the mobile node. 

42. The network device as recited in claim 1, wherein the accounting request further 
includes a value associated with the counter. 

43. The network device as recited in claim 2, wherein the packets received by the mobile 
node and sent by the mobile node are intercepted by the network device. 

44. The server as recited in claim 3, wherein the accounting request further includes a 
value associated with the counter. 
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45. (Once Amended) The server as recited in claim 3, wherein the total service time 
is a total of one or more registration lifetimes for the mobile node. 

47. (Twice Amended) A network device which supports Mobile IP and adapted for 
updating accounting information for a mobile node operating according to Mobile IP 
Protocol in a network device, comprising: 

means for composing a request packet for the mobile node in response to a trigger 
event, the trigger event being a lapse of a predetermined period of time, initiation or 
termination of a registration of the mobile node, or when a number of packets are received or 
sent by the mobile node, the request packet identifying the mobile node and including at least 
one counter associated with accounting information pertaining to the mobile node; and 

means for sending the request packet to a server adapted for performing accounting for 
the identified mobile node using the at least one counter in response to the request packet, the 
at least one counter indicating at least one of a number of packets that have been sent to the 
mobile node, a number of packets that have been sent from the mobile node, a total service 
time for the mobile node, a number of bytes that have been sent to the mobile node and a 
number of bytes that have been sent from the mobile node, the network device being a Home 
Agent supporting the mobile node or a Foreign Agent to which the mobile node has roamed. 
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